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WHY ISN'T INFORMATION SAFE?

Companies have been misled.  They are hemorrhaging information, even after purchasing the top high-tech security equipment and software, 

having it installed by skilled consulting companies, and paying for employees’ training and credentialing so that they can maintain it.  In spite 

of the billions of dollars poured into security annually, information leakage occurs constantly – costing executives their jobs, companies their 

productivity, and countries, potentially, their stability. 

Edward Snowden may be the most colorful perpetrator of information breach, but he is far from alone.  With the proliferation of both malicious 

and naïvely exploited insiders, sophisticated hackers, and anti-Western terrorists, threats loom large for entire nations, and the dangers to 

individual companies is ever-present.  The amount of data reaching the wrong hands is as high as the number of disgruntled or dismissed or 

even security-ignorant employees in today’s worldwide economy.  The 2014 Verizon Data Breach Report made it clear that current technology, 

services, and personnel remain powerless in curbing this troubling reality.  

Business is booming for the IT security industry.  According to Gartner, the IT security industry is growing at an estimated rate of 8% annually, 

already exceeding $80 billion in revenue.  

Unfortunately, over the past decade or so, companies – and the security industry at large – have been somewhat negligent about protecting 

information physically and, most importantly, have failed to integrate physical security with cyber-security.  Neither type alone can adequately 

deter theft of physical forms of information.  If laptops or other data devices are stolen, there is some protection in the form of data encryption, 

but with time and expertise – or with the help of an insider – that can be broken.  If printouts or memory sticks containing unencrypted digital 

files leave the four walls of the company, the damage is even harder to control.  A company’s cyber incident response team can monitor and 

trace the activities of authorized users who store, process, and transmit data, yet can do little in detecting the traces of an individual who has 

just stolen a briefcase full of valuable information.

Organizations, therefore, must concurrently improve the physical protection of data through a three-pronged approach: 

 ✓ Constructively anticipate all threats to confidential information

 ✓ Assess and prioritize risks, and update policies accordingly

 ✓ Ensure compliance by employees and contractors at all levels 

Where is the nexus of this problem, and what can be done to address it before it irrevocably undermines your company’s competitive edge, 

increases your costs, and damages your credibility? This paper will explore how people, processes, and technologies can be used to reduce cost 

and minimize disruption of information losses due to physical breaches.

WHAT’S THE BIG IDEA?

Forward-thinking security experts are using GRC (governance, risk management, and compliance), a discipline that aims to synthesize these 

three important aspects of business operations.  All three – efficacy in corporate governance, efficacy in enterprise risk management, and 

efficacy in compliance – are needed to enable the organization to operate safely and effectively.  This is especially crucial for a mid-tier or large 

organization.  A connected GRC system with automated risk management is the key to synchronizing information protection efforts and 

avoiding damaging leaks.
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The marriage of these three elements must include both physical and cyber-security.  Despite having two competent – if exhausted 

– teams protecting the interests of a company from physical and logical perspectives, there are still gaps in security. Too often, these 

departments are managed so separately and with so little collaboration that they hardly speak the same language.  Traditional physical 

security – also known as “corporate security” – has been around for centuries and is an offshoot of military and law enforcement developments.  

Its offices are often located in the facilities department, which maintains the policies, processes, and technologies of the physical protection 

and safety of people and property.  With a millennium of standard operating procedures under its belt, the physical security industry 

tends to evolve very slowly and remains concerned about largely the same issues over time: preventing break-ins, minimizing fire risks, 

keeping personnel from injury or death.  Gates, key cards, and physical event investigations are at its core.

The original hackers were called “phone phreakers,” because they used pay phones and modems to manipulate phone 

company switches.  When the switches became computerized, computer hacking was born.

The emerging field of IT security, on the other hand, seems to expand much like the Wild West.  Born in the 1980s with the popular 

adoption of RACF security for mainframe computers, IT security experienced its first real growth spurt in its teens, when hackers began 

exploiting network vulnerabilities.  With shoot-from-the-hip technology purchases and implementation, the cyber-security frontiersmen operate 

in a radically different manner than their physical plant counterparts.  Their offices often are located far away from corporate security offices, 

and they have little to no sharing of experience or best practices.  Lacking central oversight or even mutual visibility, these develop into 

islands of information, or siloes, and result in the duplication of efforts, duplication of technologies, and fragmented strategy.

In order to operate effectively, they need to coordinate their efforts in the development and implementation of policies and processes.  

One small example is a company laptop: the physical security team needs to be preventing the loss or theft of the device, and the IT security 

department must ensure that if it falls into the wrong hands, the information inside cannot be accessed.  In fact, IT security measures can 

help prevent physical theft or increase the chances of quickly recovering a lost device through a software tracking program.

Other examples are more far-reaching and further demonstrate the need for collaboration.  Security professionals need to unify their 

policies.  The policies for controlling access to a building and to an IT network come from two different levels of understanding, and they  

need to work together for identity and access management.  Card access systems and camera systems need to be viewed together, as 

they are related to physical security but are dependent on IT protection from hackers.

In short, rather than thinking about physical or IT security, a company’s executives should all be thinking about overall security 

and risk management.
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ONE EXECUTIVE’S PERSPECTIVE

The failures of the security industry and of in-house security departments is evident everywhere.  Gartner and Forrester publish thousands of 

reports on information security technologies, trends, and best practices.  SANS produces its annual list of the Top 20 critical information security 

controls.  ISC2 and ISACA certify thousands of individuals each year as knowledgeable information security professionals.

Certain themes have emerged from both quantitative and qualitative studies.  Companies are under pressure to sort out risks and to keep the 

business functioning in the face of those risks, while threats continually adapt and improve.  The head of global security at a major energy 

company described his trials and tribulations in the following diatribe:

Each aspect of the problem, as global security executive posed it, reflects a reality that affects thousands of companies worldwide.

1. “We don't know when information leaves our control”

Ironically, physical protection of information simply is not on the minds of most information security professionals, who have learned their craft 

by studying computers and networking in a university setting, or by working in the IT department of an organization.  Even the most highly skilled 

IT professionals are largely competent in the computer, software, and networking operations of a company – not in the comprehensive discipline 

of security.  They deal with security technologies such as firewalls, intrusion prevention systems, antivirus systems, and data leakage prevention 

systems, but have not been trained to prevent physical breaches such as monitoring a building’s exits to spot someone who may walk out with 

thumb drives or printed documents.

Improved communication between physical and cyber-security teams may bring about relatively simple strategies that can prevent 

such incidents.

2. “We are being attacked on all sides, by foreign states, competitors, activists, and employees”

From the Chinese cyber war to Russian hackers, information theft is often politically or ideologically motivated.  It also can be someone’s idea 

of amusement.  On August 31, 2014, the public encountered the infamous 100 nude celebrity hack where images of more than 100 performers 

were exposed online by a hacker.  And one person’s amusement can lead not only to grave embarrassment, but also to great destruction.  

Recently a hacker published five million Gmail user names and passwords, with a potentially tremendous impact on thousands of businesses 

with Gmail-related user logins. 

3. “My biggest concern is insider threat. A dirty person knows what's valuable, has access, and squirrels it away”

Insiders may have the greatest advantage as information thieves.  They already have access to buildings, computers, files, printers, and storage 

media.  They also may know company secrets, product plans, and strategies.  A malicious insider may plan an attack for months, or may make a 

spur-of-the-moment decision to act badly.  Attacks are varied and often creative, and they also result from an array of motivations, from money 

to revenge to political ambition.  

““We don't know when information leaves our control.  We are being attacked on all sides, by foreign states, competitors, 

activists, and employees.  My biggest concern is insider threat. A dirty person knows what's valuable, has access, and 

squirrels it away.  Sometimes malicious outsiders work with insiders.  We don't know what the impact is when there is a 

physical information breach.  Okay, let’s assume there are breaches.  Now what?  How much security do we throw at it?  

If we can’t measure it, how can we budget for it?
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Edward Snowden, former system administrator for the Central Intelligence Agency (CIA) of the United States and a counterintelligence 

trainer at the Defense Intelligence Agency (DIA), leaked classified information from the National Security Agency (NSA) in June 2013.  In 

that same year, Bradley Manning was sentenced to 35 years in prison after being found guilty for leaking more than 700,000 documents to 

Wikileaks while working in Iraq in 2010.  Less dramatic incidents include the story of the Federal Reserve Bank of Chicago employee who, 

on his last day of work, researched techniques for declassifying files, sent one confidential file to his home email address, and downloaded 

seventy more to a memory stick.

“Dirty people” include disgruntled employees whose motives fall into “standard” insider threat models. 

 ✓ Intent to cause injury to an employer

 ✓ Desire to benefit financially

A case in point: Nigel Stepney was one of a team of three people who stole technical information from Ferrari.  In 2007, Stepney was on 

Ferrari’s dream team, having been part of the company’s massive success in Formula One design in the 1990s.  He became disgruntled about 

some internal changes in the company.  In February 2007, Stepney commented:

Copies of confidential internal design documents were subsequently discovered in the possession of Team McClaren, the archrival of Team 

Ferrari. Specialized software installed on all of the company’s workstations made it clear that it was Stepney who had printed the documents, 

and video records showed Stepney carrying documents out of the building that same day.  

Insider attacks happen on an ongoing basis, often undetected, via countless bits of confidential information that leave companies in the minds, 

backpacks, and USB flash-drives of trusted employees and contractors.  Examples include product plans, sales strategies, and merger and 

acquisition secrets.  

5. “We don't know what the impact is when there is a physical information breach”

The 2014 Data Verizon Breach Investigations Report lists the most commonly reported attacks:

 ✓ Point of sale intrusions

 ✓ Web application attacks

 ✓ Cyber-espionage

The effects of these breaches are frightening not only to the giant retailers whose CEOs are fired in their wake.  They are constant threats to 

every organization that uses computers – which is just about every company in existence.  However, they are also known, measured, 

well-researched, and can be defended against to a great extent.  Experts know how often they happen, how much they cost to prevent 

or withstand, and to what extent a business must make itself resilient in the face of these threats. Governance, risk management and 

compliance processes, and dozens of IT controls and technologies are in place to address the risks.

The same cannot be said about the least measurable and arguably most damaging breaches:

 ✓ Insider attack and misuse of information

 ✓ Physical information theft and loss

“

“I'm not currently happy with the situation within the team - I really want to move forward with my career and that's 

something that's not happening right now. Ideally, I'd like to move into a new environment here at Ferrari - but if an 

opportunity arose with another team, I would definitely consider it. 
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These types of information theft are everyday occurrences in corporate offices around the world. The 2014 Verizon Data Breach 

Investigations Report determined that “physical loss is among the most common causes of data loss/exposure” yet also the least 

measurable. Like many forms of crime that cause the victims to feel ashamed or that go undetected, physical theft of information 

often goes unreported.  Unlike cyber breaches, where data leaves its mark as it is taken out of or copied from the safe confines of a 

company’s network and servers, physical theft often leaves no data trail.  An IT security team can only hope to detect a physical data 

breach if the theft includes some data processing, such as storage, processing, or transmitting of information.

Many individuals are authorized to process, store, and transmit data in the normal course of business activity.  And, unless there is a 

digital detection tip-off, it is unlikely that anyone will notice if someone physically exits a building with printouts or media.

The successful physical theft of information leaves no digital trail that a cyber-incident response team is likely to find.  Therefore, in

order to discover the theft, one of these conditions must occur:

 ✓ It must to be reported by an insider 

 ✓ Law enforcement discovers it independently

 ✓ A competitor miraculously reveals identical information

 ✓ A private investigation finds the information for sale on the black market

In other words, any serious – and seriously damaging – physical information theft will almost always go undetected for a significant period 

of time.  For security and business executives, this is good news, since no data security compliance auditors will call them incompetent.  

No one will know how leaky his or her ship is.  No one will be able to quantify the depth of his or her error or negligence – until, of 

course, the data turns up in the wrong place and causes traceable damage, such as the victory of Team McLaren over Team Ferrari. 

The information does not have to lead directly to loss or embarrassment, either.  It may simply contribute to a future massive cyber data 

breach.  For example, in a physical penetration audit, a professional team often is able to acquire information physically – documents, 

customer lists, and internal memos from dumpsters – and later may use that information to perform a successful social engineering 

or cyber breach.

6. Okay, let’s assume there are breaches.  Now what?  How much security do we throw at it? If we can’t measure it, how can 

we budget for it?

As with all types of security, careful risk assessment must be conducted to ascertain how to allocate resources.  No company can 

protect against every possible type of intrusion, as personnel and budgets are finite.  The following formula is at the core of efficient 

and effective prioritization plans:

Risk = Impact x Likelihood

In other words, how many times per year is a given incident likely to occur, how severe would its impact be, and how much would that 

effect actually change anything for the company?  An unlikely event that would lead to minimal damage is lower on the list than a 

highly likely event that could cause the company to go into bankruptcy.  

Each company must calculate its acceptable level of risk, and act accordingly.  How much loss, or risk to customer information, can 

the company tolerate?  Then, any risk that is below the acceptable threshold can be deprioritized, and any risk that exceeds that 

calculated acceptable risk needs to be fixed.  This also is likely to prove helpful in a legal defense in case of negligence claims. 
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START WITH THE OBVIOUS

Keys and locks are far from obsolete.  In a recent interview, Michael Silva, a security consultant based in Seattle, said that despite broad use 

of electronic key cards, most facilities make extensive use of traditional locks and keys at their facilities and equip only a small percentage 

of their doors with electronic access devices.  “It is still much less expensive to equip a door with a standard lock than it is with any type of 

electronic access control device,” he explained. 

Combating physical information breaches involves locks and keys, human psychology, and modern technology. 

After a series of physical information breaches, one financial services company upped its game.  “We spent $17 million on physical security 

upgrades in one year and feel more confident in our protection now,” explained one executive at that company.  The improvements included:

 ✓ Upgraded door closers to ensure secure latching and locking on all doors

 ✓ Video surveillance cameras and monitoring systems

 ✓ Integration of cameras with the key card access control system, record and time-stamping every entry through a door

 ✓ Physical access control software, with biometric readers at sensitive area doors

 ✓ A visitor management system, tracking all visitors and contractors

 ✓ Video analytics, to detect tailgating (one person entering a doorway behind another)

 ✓ Mobile device monitoring and controls, to inhibit functions like Wi-Fi while in the building

 ✓ New employee security awareness training and policies, including visitor escorts and the prohibition of cameras and 

           smart phones in certain areas

After completing the improvements, the company instituted a process of quarterly physical penetration and social engineering testing, as 

well as surprise spot-checks, with incentives for employees and security personnel who identified unauthorized intruders.

However, the company was still vulnerable to psychosocial attacks due to the organization’s culture of helpfulness.

MAKING STRIDES TOWARD SECURITY

Governance and compliance are the two legs on which risk stands.  Standards and rules for security protection are the outcomes and inputs 

of these support structures.  Information is one asset of a company.  Its importance, and potential impact, is comparable to many other 

human, physical, and procedural assets.  Assessment should encompass the company’s areas of information technology, human resources, 

business processes, legal, physical security, management, and organizational issues.

Effective management of governance and compliance are critical in all realms – whether physical or IT.  Decisions makers must be aware of 

the changing threats, and must adjust for them.  New threats need to be assessed and ranked against all existing priorities.  Are they above 

the acceptable risk threshold?  Is their impact potentially more disruptive than that of other threats that are being protected against? 

To manage risk in real time, a new approach needs to be developed.  It must incorporate both automated abilities and mobility, and it must 

interface with systems that produce alerts and information analysis.

Good governance enables companies to run efficient and effective business, with as little – and as least-damaging – disruption as possible.

“
“I'm not currently happy with the situation within the team - I really want to move forward with my career and that's 

something that's not happening right now. Ideally, I'd like to move into a new environment here at Ferrari - but if an 

opportunity arose with another team, I would definitely consider it. 
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